
Author: @JohnHammond#6971

Buzz buzz, can you find the honey?

Download the file below.

Attachments:  veebee.vbe

 Veebee
50 points - Warmups - 1213 Solves - easy

 flag{not_really_tho}

Author: @JohnHammond#6971

Please follow the rules for this CTF!

Connect here:
Read The Rules

 Read The Rules
50 points - Warmups - 2917 Solves - easy

 flag{not_really_tho}

Author: @JohnHammond#6971

I ordered chicken wings at the local restaurant, but uh... this really isn't what I was expecting...

Download the file below.

Attachments:  chicken_wings

 Chicken Wings
50 points - Warmups - 1111 Solves - easy

 flag{not_really_tho}

Author: @JohnHammond#6971

We found this note on someone's key chain! It reads... ygqa{6y980e0101e8qq361977eqe06508q3rt}? There was another key that was
engraved with the word QWERTY, too...

 Car Keys
50 points - Warmups - 844 Solves - easy

 flag{not_really_tho}

 Buzz
50 points - Warmups - 1393 Solves - easy

Submit Query

Submit Query

Submit Query

Submit Query

NahamCon CTF https://ctf.nahamcon.com/challenges

1 of 23 2021/03/15, 23:39



You know, that sound that bumblebees make?

Download the file below.

Attachments:  buzz

 flag{not_really_tho}

Author: @JohnHammond#6971

��

Download the file below.

Some people seem to have trouble reading this, understandably so. Sorry. The flag ends in these characters: 8fe36bc00}

Attachments:  pollex

 Pollex
50 points - Warmups - 1152 Solves - easy

 flag{not_really_tho}

Author: @JohnHammond#6971

Do you double-knot your shoelaces? You gotta keep'em tied!

Download the file below.

Attachments:  shoelaces.jpg

 Shoelaces
50 points - Warmups - 2248 Solves - easy

 flag{not_really_tho}

Author: @JohnHammond#6971

Was it a car or a cat I saw?

Download the file below.

Attachments:  esab64

 esab64
50 points - Warmups - 1846 Solves - easy

 flag{not_really_tho}

Author: @JohnHammond#6971

 Eighth Circle
50 points - Warmups - 839 Solves - easy

Submit Query
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Abandon all hope, ye who enter here...

Download the file below.

Attachments:  eighth_circle

 flag{not_really_tho}

Author: @JohnHammond#6971

Check out our new service, Workerbee. It is super secure. I promise.

Escalate your privileges and find the flag.

Press the Start button on the top-right to begin this challenge.

 Workerbee
500 points - Web - 19 Solves - hard

 Start

 flag{not_really_tho}

Author: @magnologan#3840

This is an easy one for you. What do you know about Borg? I mean outside of Star Trek, of course.

The answer to this challenge is classified somewhere inside this Borg machine.

"Computers make excellent and e�icient servants, but I have no wish to serve under them." - Mr. Spock, "The Ultimate Computer"

Use the URL provided to start this challenge. And boldly go!

Connect here: http://a20f22f911d2c4c899badfa27913cc51-1960241099.us-east-1.elb.amazonaws.com/

 Borg
499 points - Web - 21 Solves - hard

 flag{not_really_tho}

Author: @jorgectf#3896

The new developer we hired did a bad job and we got pwned. We hired someone else to fix the issue.

Download the files below and press the Start button on the top-right to begin this challenge.

Attachments:  agenttesterV2.zip

 AgentTester V2
498 points - Web - 37 Solves - hard

 Start

 flag{not_really_tho}

 Homeward Bound
50 points - Web - 686 Solves - easy

 Start

Submit Query
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I can't get anything out of this website... can you find anything interesting?

NOTE: That message is intended. This challenge is working as it should.

Press the Start button on the top-right to begin this challenge.

 flag{not_really_tho}

Author: @Blacknote#1337

So I just made a hardcoded bot that basically tells you what you wanna hear. Now usually it's a $ for each thing you want it to say but I'll
waive the fee for you if you beta test it for me.

Press the Start button on the top-right to begin this challenge.

 $Echo
50 points - Web - 746 Solves - easy

 Start

 flag{not_really_tho}

Author: @congon4tor#2334

Are you who you say you are? How can you be not?

Click the Start button to begin this challenge.

 Imposter
492 points - Web - 71 Solves - medium

 Start

 flag{not_really_tho}

Author: @NightWolf#0268

What do you like for breakfast? Cereal and milk is my favorite.
Sometimes, it tastes a bit odd though.

Download the files below and press the Start button to begin this challenge.

Attachments:  index.php  log.php

 Cereal and Milk
491 points - Web - 74 Solves - medium

 Start

 flag{not_really_tho}

Author: @congon4tor#2334

We just added analytics to our blogging website. Check them out!

 Bad Blog
469 points - Web - 122 Solves - medium

 Start
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Press the Start button on the top-right to begin this challenge.

 flag{not_really_tho}

Author: @jorgectf#3896

We've recently hired an entry-level web developer to build an internal system to test User Agents, let us know if you find any errors!

Download the files below and press the Start button on the top-right to begin this challenge.

Attachments:  agenttester.zip

 AgentTester
463 points - Web - 132 Solves - medium

 Start

 flag{not_really_tho}

Author: dead#4282 & @JohnHammond#6971

Time to hit the gym! Assert all your energy! Err, wait, is the saying "exert" all your energy? I don't know...

The flag is in /flag.txt.

Click the Start button on the top-right to start this challenge.

 Asserted
301 points - Web - 283 Solves - medium

 Start

 flag{not_really_tho}

Author: @M_alpha#3534

Can you sort it?

Download the files below and press the Start button on the top-right to begin this challenge.

Attachments:  libc-2.31.so  sort_it

 Sort It!
496 points - Binary Exploitation - 57 Solves - medium

 Start

 flag{not_really_tho}

Author: @M_alpha#3534

How about a friendly game of rock-paper-scissors?

Download the files below and press the Start button on the top-right to begin this challenge.

Attachments:  rps  libc-2.31.so

 Rock Paper Scissors
493 points - Binary Exploitation - 54 Solves - medium

 Start

Submit Query
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Author: @M_alpha#3534

I'm starting to get pretty good at this whole programming thing. Here's a basic program I wrote that will echo back what you say.

Download the file below and press the Start button on the top-right to begin this challenge.

Attachments:  some-really-ordinary-program

 Some Really Ordinary Program
492 points - Binary Exploitation - 73 Solves - medium

 Start

 flag{not_really_tho}

Author: @M_alpha#3534

Write, Read, Win!

Download the files below and press the Start button on the top-right to begin this challenge.

Attachments:  Dockerfile  writeead

 w(r)ite(ead)
500 points - Binary Exploitation - 19 Solves - hard

 Start

 flag{not_really_tho}

Author: 247CTF.com - @neut#3019

We are working on a simple service to store email addresses. Currently you can only store 10 addresses, but that should be enough for now.
One of our beta testers complained about a few bugs, but we think they were just reading too much into it.

Download the file below and press the Start button on the top-right to begin this challenge.

Attachments:  chall

 Empty Read
500 points - Binary Exploitation - 12 Solves - hard

 Start

 flag{not_really_tho}

Author: @mmaekr#4085

Sometimes smol things are hard.

Note: This challenge may require some bruteforcing.

Download the file below and press the Start button on the top-right to begin this challenge.

Attachments:  smol

 Smol
498 points - Binary Exploitation - 34 Solves - hard

 Start

 flag{not_really_tho}

Submit Query
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Author: @mmaekr#4085

help me understand heap the best i can....

Download the files below and press the Start button on the top-right to begin this challenge.

Attachments:  meddle  libc-2.27.so

 Meddle
497 points - Binary Exploitation - 36 Solves - hard

 Start

 flag{not_really_tho}

Author: @M_alpha#3534

We need you to compile a list of users for the event. Here's a program you can use to help.

Download the file below and ress the Start button on the top-right to begin this challenge.

Attachments:  the_list

 The List
452 points - Binary Exploitation - 149 Solves - easy

 Start

 flag{not_really_tho}

Author: @M_alpha#3534

Can you ret2win?

Download the file below and press the Start button on the top-right to begin this challenge.

Attachments:  ret2basic

 Ret2basic
50 points - Binary Exploitation - 424 Solves - easy

 Start

 flag{not_really_tho}

Author: @congon4tor#2334

Some fun facts about ellipsis, this website is even secured using them!

Press the Start button on the top-right to begin this challenge.

 Elliptical
500 points - Cryptography - 19 Solves - hard

 Start

 flag{not_really_tho}

 Treasure
448 points - Cryptography - 154 Solves - easy

Submit Query
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This movie is what pushed me to get into hacking. Good luck decrypting my note, I'm elite.

Download the files below.

Attachments:  note.txt  hackers.txt

 flag{not_really_tho}

Author: @JohnHammond#6971

Crypto is eaxy, it's all about math and keys :)

Download the file below.

Attachments:  eaxy

 eaxy
433 points - Cryptography - 172 Solves - easy

 flag{not_really_tho}

Author: @JohnHammond#6971

When you have just one source of randomness, it's "a die", but when you can have muliple -- it's 'dice!'

NOTE: You are welcome to "brute force" this challenge if you feel you need to. ;)

Download the file below and press the Start button on the top-right to begin this challenge.

Attachments:  dice_roll.py

 Dice Roll
406 points - Cryptography - 201 Solves - medium

 Start

 flag{not_really_tho}

Author: @JohnHammond#6971

Hisssss, can you ssssee ssssome sssssecretssss?

Download the file below.

Attachments:  parseltongue

 Parseltongue
379 points - Forensics - 227 Solves - easy

 flag{not_really_tho}

Author: @JohnHammond#6971

 Henpeck
124 points - Forensics - 382 Solves - medium

Submit Query
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Submit Query
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So I'll be honest, I never actually went through the Mavis Beacon program...

Download the file below.

Attachments:  henpeck.pcap

 flag{not_really_tho}

Author: @congon4tor#2334

A CONSTELLATIONS employee had his machine crash and he lost all his work. Thankfully IT managed to get a memory dump. Can you
recover his work?

Download the file below. Note, this is a large ~400MB file and may take some time to download.

 Typewriter
448 points - Forensics - 149 Solves - hard

typewriter.zip

 flag{not_really_tho}

Author: @M_alpha#3534

Be careful on the ferris wheel! It's a little rusty.

Download the file below.

Attachments:  ferris_wheel.apk

 Ferris Wheel
500 points - Mobile - 9 Solves - hard

 flag{not_really_tho}

Author: dead#4282 & @JohnHammond#6971

You know what to do. :)

Download the file below.

Attachments:  andra.apk

 Andra
50 points - Mobile - 605 Solves - easy

 flag{not_really_tho}

Author: @congon4tor#2334

 Resourceful
50 points - Mobile - 505 Solves - easy

Submit Query
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I built my first ever android app with authentication!

Download the file below.

Attachments:  resourceful.apk

 flag{not_really_tho}

Author: @congon4tor#2334

This cool app will keep your secrets!

Download the file below.

Attachments:  microscopium.apk

 Microscopium
476 points - Mobile - 108 Solves - medium

 flag{not_really_tho}

Author: @JohnHammond#6971

A Vortex? No... an Abyss.

Click the Start button on the top-right to start this challenge.

 Abyss
50 points - Miscellaneous - 1017 Solves - easy

 Start

 flag{not_really_tho}

Author: @JohnHammond#6971

Escalate your privileges and retrieve the flag out of root's home directory.

There is intentionally no /root/flag.txt file present.

Press the Start button on the top-right to begin this challenge.

 Zenith
485 points - Miscellaneous - 93 Solves - medium

 Start

 flag{not_really_tho}

Author: @JohnHammond#6971

A, B, C, and V, G, L, Y... wait a second, that's not how the song goes!

Download the file below.

 Alphabet Soup
461 points - Miscellaneous - 135 Solves - medium

Submit Query
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Attachments:  alphabet_soup.cs

 flag{not_really_tho}

Author: @JohnHammond#6971

Read the flag.txt file that is /just/out/of/reach.

Press the Start button on the top-right to begin this challenge.

 Prison Break
436 points - Miscellaneous - 170 Solves - medium

 Start

 flag{not_really_tho}

Author: @JohnHammond#6971

Happy 100th, Trickbot!

Download the file below.

Attachments:  gone_batty

 Gone Batty
489 points - Miscellaneous - 79 Solves - hard

 flag{not_really_tho}

Author: @JohnHammond#6971

It's Dance Dance Revolution! You already know how to play!

Download the file below.

Attachments:  ddr.png

 DDR
497 points - Scripting - 51 Solves - medium

 flag{not_really_tho}

Author: @JohnHammond#6971

Didn't know this party was BYOB, bring-your-own-box? No worries! Blast o� as many rockets as you would like to a location of your
choosing! Hope the right one lands...

Press the Start button on the top-right to begin this challenge.

 ngrocket
499 points - Scripting - 40 Solves - hard

 Start

 flag{not_really_tho}

 Personnel

Submit Query
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Author: @JohnHammond#6971

This is Stage 3 of Path 1 in The Mission. A�er solving this challenge, you may need to refresh the page to see the newly unlocked
challenges.

The Constellations use this service to lookup personnel. Can you hack it?

Click the Start button on the top-right to start this challenge.

500 points - Mission - 23 Solves - easy

 flag{not_really_tho}

Author: @JohnHammond#6971

No flag here, sorry :)

If you are interested in hearing the organizer's perspective on this CTF, please join me in a livestream debrief at 11:00 AM ET on
March 15th. I will share some statistics, the feedback we received, the ideas behind challenges, and anything else you would like. It
is a livestream so you can certainly ask questions in the chat!

https://youtu.be/_9IREY2gUpI

Please fill out that feedback form!

 Debrief Livestream
0 points - Debrief - 0 Solves - easy

 flag{not_really_tho}

Author: @JohnHammond#6971

This is Stage 2 of Path 2 in The Mission. A�er solving this challenge, you may need to refresh the page to see the newly unlocked
challenges.

Escalate your privileges and retrieve the flag out of root's home directory.

Use credentials you gained previously to access this challenge.

Press the Start button on the top-right to begin this challenge.

 Degrade
498 points - Mission - 37 Solves - medium

 Start

 flag{not_really_tho}

Author: @JohnHammond#6971

This is Stage 2 of Path 4 in The Mission. A�er solving this challenge, you may need to refresh the page to see the newly unlocked
challenges.

 Banking On It
496 points - Mission - 41 Solves - medium

 Start

Submit Query

Submit Query

Submit Query

NahamCon CTF https://ctf.nahamcon.com/challenges

12 of 23 2021/03/15, 23:39



CONSTELLATIONS uses a custom finance program, but they sure are banking on the fact that is will be used properly...

Escalate your privileges and retrieve the flag out of root''s home directory.

Use credentials you gathered previously to access this challenge.

Press the Start button on the top-right to begin this challenge.

 flag{not_really_tho}

Author: @congon4tor#2334

This is Stage 5 of Path 3 in The Mission. A�er solving this challenge, you may need to refresh the page to see the newly unlocked
challenges.

Orion found this new online sharing service... do you have an opinion? Yeah, everyone on the internet has one...

Press the Start button on the top-right to begin this challenge.

 Dirty Bird
500 points - Mission - 3 Solves - hard

 Start

 flag{not_really_tho}

Author: @JohnHammond#6971

This challenge is solvable a�er you have completed all paths within The Mission.

Amongst the solar system, there is a legend by the wise sage Shamir. He says,

"Whomever collects the constellations and seeks the five secrets can free the final flag."

Can you align the stars?

 FINAL Mission Challenge
500 points - Mission - 0 Solves - hard

 flag{not_really_tho}

Author: @n00b#5192

Brought to you by IoT Village.

(Yet Another Heap Overflow) x86/x64 is fun and all.. but what about embedded architecture formats? Doug M. Alloc isn't very good at writing
secure code...

Connect with:

ssh user@ctf.villageidiotlabs.org -p 2222 # password is showmethemips

 YAHO MIPS Edition
500 points - IoT - 1 Solves - hard

Submit Query
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 flag{not_really_tho}

Author: @congon4tor#2334

This is Stage 3 of Path 5 in The Mission. A�er solving this challenge, you may need to refresh the page to see the newly unlocked
challenges.

Constellation employees use this app to secure their passwords. Is it really secure?

Download the file below.

Attachments:  centaurus1.apk

 Centaurus
495 points - Mission - 44 Solves - hard

 flag{not_really_tho}

Author: @M_alpha#3534

This is Stage 4 of Path 3 in The Mission. A�er solving this challenge, you may need to refresh the page to see the newly unlocked
challenges.

Orion is afraid there are backdoors in CONSTELLATIONS company devices. Is it really that hard to remove a password?

Download the file below.

Attachments:  firmware.tar.gz

 Backdoor
495 points - Mission - 51 Solves - easy

 flag{not_really_tho}

Author: Sponsor - Google Play

Thanks to Google Play for helping sponsor NahamCon!

Perform some reconnaissance on their online presence and find a flag you can submit for points :)

 Google Play
477 points - Sponsors Recon - 107 Solves - easy

 flag{not_really_tho}

Author: Sponsor - HackTheBox

Thanks to HackTheBox for helping sponsor NahamCon!

Perform some reconnaissance on their online presence and find a flag you can submit for points :)

 HackTheBox
469 points - Sponsors Recon - 111 Solves - easy

Submit Query
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Submit Query
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 flag{not_really_tho}

Author: Sponsor - Intigriti

Thanks to Intigriti for helping sponsor NahamCon!

Perform some reconnaissance on their online presence and find a flag you can submit for points :)

 Intigriti
468 points - Sponsors Recon - 124 Solves - easy

 flag{not_really_tho}

Author: @SinisterMatrix#8564, @Emma#6775 & HackTheBox Academy

Please note, this an external challenge provided by our sponsor, HackTheBox. For support please ask in the #htb-village channel in
the Discord.

The flag format for this challenge is HTB{}.

This module covers the fundamental enumeration skills of web fuzzing and directory bruteforcing using the Ffuf tool. The techniques
learned in this module will help us in locating hidden pages, directories, and parameters when targeting web applications. ��

Find me in: https://academy.hackthebox.eu/module/details/54

 HTB Module - Attacking Web Applications with Ffuf
447 points - HackTheBox Academy - 153 Solves - easy

 flag{not_really_tho}

Author: Sponsor - INE

Thanks to INE for helping sponsor NahamCon!

You might find some good stu� here ;) https://checkout.ine.com/starter-pass

Perform some reconnaissance on their online presence and find a flag you can submit for points :)

 INE (Starter Pass)
438 points - Sponsors Recon - 165 Solves - easy

 flag{not_really_tho}

Author: Sponsor - HackerOne

Thanks to HackerOne for helping sponsor NahamCon!

 HackerOne
397 points - Sponsors Recon - 205 Solves - easy

Submit Query
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Submit Query

Submit Query
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Perform some reconnaissance on their online presence and find a flag you can submit for points :)

 flag{not_really_tho}

Author: @SinisterMatrix#8564, @Emma#6775 & HackTheBox Sponsors

Please note, this an external challenge provided by our sponsor, HackTheBox. For support please ask in the #htb-village channel in
the Discord.

The flag format for this challenge is HTB{}.

This weather application is notorious for trapping the souls of ambitious weathermen like me. Please defeat the evil bruxa that's operating
this website and set me free! ���������������

Find me in: https://www.hackthebox.eu/home/challenges/Web

 HTB Challenge - Weather App
374 points - HackTheBox - 230 Solves - easy

 flag{not_really_tho}

Author: @SinisterMatrix#8564, @Emma#6775 & HackTheBox Academy

Please note, this an external challenge provided by our sponsor, HackTheBox. For support please ask in the #htb-village channel in
the Discord.

The flag format for this challenge is HTB{}.

This module covers the fundamentals required to work comfortably with the Linux operating system and shell. ���

Find me in: https://academy.hackthebox.eu/module/details/18

 HTB Module - Linux Fundamentals
307 points - HackTheBox Academy - 280 Solves - easy

 flag{not_really_tho}

Author: @SinisterMatrix#8564, @Emma#6775 & HackTheBox Academy

Please note, this an external challenge provided by our sponsor, HackTheBox. For support please ask in the #htb-village channel in
the Discord.

The flag format for this challenge is HTB{}.

In the Introduction to Web Applications module, you will learn all of the basics of how web applications work and begin to look at them
from an information security perspective. �����������

Find me in: https://academy.hackthebox.eu/module/details/75

 HTB Module - Introduction to Web Applications
288 points - HackTheBox Academy - 291 Solves - easy

Submit Query
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Submit Query
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Author: @SinisterMatrix#8564, @Emma#6775 & HackTheBox Sponsors

Please note, this an external challenge provided by our sponsor, HackTheBox. For support please ask in the #htb-village channel in
the Discord.

The flag format for this challenge is HTB{}.

True love is tough, and even harder to find. This is why we made LoveTok, the brand new service that accurately predicts in the threshold of
milliseconds when love will come knockin' (at your door). Come and check it out, but don't try to cheat love because love cheats back. �

Find me in: https://www.hackthebox.eu/home/challenges/Web

 HTB Challenge - LoveTok
230 points - HackTheBox - 328 Solves - easy

 flag{not_really_tho}

Author: @JohnHammond#6971

This is Stage 2 of Path 5 in The Mission. A�er solving this challenge, you may need to refresh the page to see the newly unlocked
challenges.

Gain access with the information you have gathered thus far and retrieve the flag.

You may bruteforce this challenge... hence the name ;)

Press the Start button on the top-right to begin this challenge.

 Hydraulic
190 points - Mission - 346 Solves - easy

 Start

 flag{not_really_tho}

Author: HTB Village

Come join the party at the HTB Village, and track down a flag!

 HTB Village
50 points - NahamCon - 1492 Solves - easy

 flag{not_really_tho}

Author: INE Career Corner

Come join the party at the INE Career Corner, and track down a flag!

 INE Career Corner
50 points - NahamCon - 1416 Solves - easy

 flag{not_really_tho}

Submit Query
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Author: IoT Village

Come join the party at the IoT Village, and track down a flag!

 IoT Village
50 points - NahamCon - 1455 Solves - easy

 flag{not_really_tho}

Author: Live Recon Village

Come join the party at the Live Recon Village, and track down a flag!

 Live Recon Village
50 points - NahamCon - 1440 Solves - easy

 flag{not_really_tho}

Author: Red Team Village

Come join the party at the Red Team Village, and track down a flag!

 Red Team Village
50 points - NahamCon - 1452 Solves - easy

 flag{not_really_tho}

Author: UHC-BR

Come join the party at UHC-BR, and track down a flag!

 UHC-BR
50 points - NahamCon - 1388 Solves - easy

 flag{not_really_tho}

Author: @JohnHammond#6971

Enter the flag you find on The Mission page to open the gates and unlock challenges for The Mission. Please note, your participation in
"The Mission" serves as permission for us to share your e-mail address with our sponsors, for potential career opportunities and
private invitations to vulnerability disclosure and bug bounty programs.

A�er solving this challenge, you may need to refresh the page to see the newly unlocked challenges.

 The Mission
50 points - Mission - 1991 Solves - easy

 flag{not_really_tho}

Submit Query
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Author: @JohnHammond#6971

Thank you for taking on The Mission. You can begin by exploring the CONSTELLATIONS public website, constellations.page.

CONSTELLATIONS has "tried" to reduce their attack surface by o�ering just a static website. But you might find some low-hanging fruit to
get you started.

You should find the flag for this challenge ON THIS constellations.page website.

With the flag of this challenge, you should also find a new URL that will assist in the next challenge.

A�er solving this challenge, you may need to refresh the page to see the newly unlocked challenges.

50 points - Mission - 1353 Solves - easy

 flag{not_really_tho}

Author: @JohnHammond#6971

Recover the list of employees working at CONSTELLATIONS.

With the flag of this challenge, you should find new information that will help with future challenges.

You should find the flag for this challenge ON THIS constellations.page website. You will not find it on GitHub.

HINT: "Can we please stop sharing our version control so�ware out on our website?"

HINT AGAIN: you are looking for a publicly accessible version control so�ware folder published on the constellations.page website
itself

A�er solving this challenge, you may need to refresh the page to see the newly unlocked challenges.

 Meet The Team
50 points - Mission - 873 Solves - easy

 flag{not_really_tho}

Author: @nahamsec#5814

#NahamCon2021 #awesome #cool #winning! Did you know that the hashtag has another much cooler name, called the "octothorp?"

Perform some online reconnaissance to track down a flag for #NahamCon2021!

 #NahamCon2021
50 points - NahamCon - 1248 Solves - easy

 flag{not_really_tho}

Author: @nahamsec#5814

 Merch Store
50 points - NahamCon - 1476 Solves - easy
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Check out our Merch Store! A portion of the proceeds go to support Women in CyberSecurity @WiCySorg!

Perform some online reconnaissance to track down a flag on the merch store!

 flag{not_really_tho}

Author: @JohnHammond#6971

THANK YOU so much for playing this CTF! Please please please take some time to fill out our feedback form, we want your honest opinion and
insights as to how we can improve this experience in the future!

https://docs.google.com/forms/d/e/1FAIpQLSda8PyWSPZ6re1hQwQhAgl4Z0v7K7RD2oVXBAPb-wzbvs5k5w/viewform

 Feedback
0 points - Feedback - 341 Solves - easy

 flag{not_really_tho}

Author: @JohnHammond#6971

This is Stage 2 of Path 1 in The Mission. A�er solving this challenge, you may need to refresh the page to see the newly unlocked
challenges.

Escalate your privileges and retrieve the flag out of root's home directory.

Use the credentials you have gained from a previous challenge.

Press the Start button on the top-right to begin this challenge.

 Sensible
495 points - Mission - 56 Solves - medium

 Start

 flag{not_really_tho}

Author: @NightWolf#0268

This is Stage 3 of Path 3 in The Mission. A�er solving this challenge, you may need to refresh the page to see the newly unlocked
challenges.

Orion was interested in purchasing this service to handle all the logs that CONSTELLATIONS generates. Something seems o� though...

Click the Start button to begin this challenge.

 Rotten Logging
490 points - Mission - 71 Solves - medium

 Start

 flag{not_really_tho}

Author: @JohnHammond#6971

 Internal
469 points - Mission - 116 Solves - medium

 Start
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This is Stage 2 of Path 3 in The Mission. A�er solving this challenge, you may need to refresh the page to see the newly unlocked
challenges.

Escalate your privileges and retrieve the flag out of root's home directory.

Use credentials you have gathered previously to access this challenge.

Press the Start button on the top-right to begin this challenge.

 flag{not_really_tho}

Author: @n00b#5192

Brought to you by IoT Village.

See if you have the patience to scratch the itch; patience is key. Mosquitto bites are so annoying!

Connect here: 34.70.255.20:1883 with iot:iot

 IoT Itchy
452 points - IoT - 148 Solves - medium

 flag{not_really_tho}

Author: @JohnHammond#6971

This is Stage 1 of Path 1 in The Mission. A�er solving this challenge, you may need to refresh the page to see the newly unlocked
challenges.

Use open-source intelligence to track down information on Leo.

With the flag of this challenge, you should also find details you can use in later challenges.

 Leo
298 points - Mission - 283 Solves - medium

 flag{not_really_tho}

Author: @JohnHammond#6971

This is Stage 1 of Path 3 in The Mission. A�er solving this challenge, you may need to refresh the page to see the newly unlocked
challenges.

Use open-source intelligence to track down information on Orion.

With the flag of this challenge, you should also find a password you can use in later challenges.

 Orion
156 points - Mission - 361 Solves - medium

 flag{not_really_tho}

 Hercules
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Author: @JohnHammond#6971

This is Stage 1 of Path 2 in The Mission. A�er solving this challenge, you may need to refresh the page to see the newly unlocked
challenges.

Use open-source intelligence to track down information on Hercules.

With the flag of this challenge, you should also find details you can use in later challenges.

50 points - Mission - 502 Solves - medium

 flag{not_really_tho}

Author: @JohnHammond#6971

This is Stage 1 of Path 5 in The Mission. A�er solving this challenge, you may need to refresh the page to see the newly unlocked
challenges.

Use open-source intelligence to track down information on Lyra.

With the flag of this challenge, you should also find details you can use in later challenges.

 Lyra
50 points - Mission - 496 Solves - medium

 flag{not_really_tho}

Author: @JohnHammond#6971

This is Stage 1 of Path 4 in The Mission. A�er solving this challenge, you may need to refresh the page to see the newly unlocked
challenges.

Use open-source intelligence to track down information on Gus.

With the flag of this challenge, you should also find details you can use in later challenges.

 Gus
50 points - Mission - 803 Solves - medium

 flag{not_really_tho}

Author: @n00b#5192

Brought to you by IoT Village.

See if you have the patience to scratch the itch; patience is key. Mosquitto bites are so annoying! Except, in this case.. you can become an
admin.

Connect here: 35.225.10.98:1883 with iot:iot
and here: http://35.225.10.98

 IoT Itchy & Scratchy SecureIoT Co
477 points - IoT - 107 Solves - hard
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